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Failures on HPC systems

e System resiliency is critical for future

extreme-scale computing TSUBAME2.0 checkpoint time trend

e MTBF of supercomputers ; 3'2 -
— LLNL (Hera, Atlas & Coastal): 1.2 days!H § 2'2 -
— Blue Waters: 8-12 hours!? S5
— Titan: 8-12 hours (<= a few failures/day!?) g 0,;, /‘
e MTBF is shrinking - 0 256 512 768 1024 1280 1536

— MTBEF is projected to shrink to a few hours

* Checkpoint/Restart is a popular way for fault tolerance
* Simple checkpoint/restart may not work at extreme scale

[1] A. Moody, G. Bronevetsky, K. Mohror, and B. R. de Supinski, “Design, Modeling, and Evaluation of a Scalable Multi-level Checkpointing System,” in Proceedings of the 2010 ACM/IEEE
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Available: http://dx.doi.org/10.1109/SC.2010.18

[2] Yves Robert, “Fault_Tolerance Techniques for Computing at Scale”, Keynote Talk, CCGrid2014

[3] Kento Sato, Adam Moody, Kathryn Mohror, Todd Gamblin, Bronis R. de Supinski, Naoya Maruyama and Satoshi Matsuoka, "Design and Modeling of a Non-blocking Checkpointing

System", SC12



Tokyo Tech.
Billion-Way Resilience Project (2011-2015)

« PI: Satoshi Matsuoka

« Current collaborations:
— ANL (Franck Cappello, FTT), LLNL (Bronis de Spinksi, SCR), ETH Zurich
(Torsten Hoefler), RIKEN (Naoya Maruyama), U-Tokyo (Hideyuki Jitsumoto) ...
« Objective: Scalable fault tolerance techniques for extreme scale
system

— API & Software: Encoding/Redundancy technique, Compression, Support for
Many-core architecture

. Scalable Storage design, and Resilient network/interconnects
— Analysis: Failure analysis, and Failure prediction
: Optimal checkpoint interval, Encoding/Redundancy, and I/0 model
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Tokyo Tech.

Billion-Way Resilience Project (201
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High Performance Computing Applications
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Encoding/Redundancy technique . Models of
Checkpoint compression checkpinting / I/O
Asynchronous I/0 APIs for checkpointing for optimal interval
Support for Many-core architecture & performance
Resource manager & Scheduler for resilience prediction

Resilient storage design
Resilient network design
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Failure monitoring & analysis (2010 ~ present )

Analysis

Failure history of TSUBAMEZ2.0/2.5

Findings
o Failures seasonal o TSUBAME2.5 FEEMIE Failure History of TSUBAME2.5] N

1. BEREER Current Trouble Information of TSUBAME2.5]

— Largely due to boot failures in peak-shift SN - W R W = = N
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— Low # of InfiniBand and storage failures
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FTI: High Performance Fault Tolerance Interface
[SC11, EuroPar12 & Cluster12 (Leonardo Bautista-Gomez et al.)]

* Diskless checkpoint:

— Create redundant data across local
storages on compute nodes using a
encoding technique such as Reed-
solomon, XOR

* Scalable by using distributed disks

— Can restore lost checkpoints on a failure
caused by small # of nodes like RAID-5

Diskless checkpoint runtime library using Reed-Solomon encoding

> FTl implements a scalable Reed-
Solomon encoding algorithm by
utilizing local storages such as SSD

> FTl analyzes the topology of the
system and create encoding
clusters that increase the
resilience

LLNL-PRES-664262
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Design and Modeling of Async. Checkpointing [

[SC12, Kento Sato et al.]

3%
« Obijective: Minimize checkpoint overhead to PFS
o Minimize CPU usage, memory and network bandwidth
« Proposed method: Implementation and modeling
Non-blocking checkpointing

8-12% of failures still
o Asynchronously write checkpoints to PFS through Staging nodes using ” .
RDMA requires PFS checkpoint

o Determine the optimal checkpoint interval on the asynchronous \_/
checkpoint scheme

Failure analysis on TSUBAMEZ2.0

Async. checkpointing system

Async. checkpointing model

Compute nodes (CN) Transfer nodes (TN) 'S"ecg’r;"g:t*tf :;‘;’r:‘:ﬁttez I;]:;nT:rL?tg ;‘;r:gﬁtt%
|

——— Transfer
Local CN1 .
client

Transfer
CN2 client

Transfer
‘I server l N1

@ )
i |
Transfer
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o a recovery state
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/£ ransrer TN M H Transition t

- server ! € by level-2 failure
Transfer 1
tocl CNN | T |
storage client L2-1i

1
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I : - € state by level-2 recovery
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1
1
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_______________________ 7
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Computation state followed by
level-x checkpoint

Recovery state from level-x
checkpoint




Design and Modeling of Async. Checkpointing P

[SC12, Kento Sato et al.]

 Experiment:
o Benchmark: CPU-bound micro benchmark
o Method
* Non-blocking: proposed method on two level checkpointing . . ideal_time
o L1: XOR checkpoint, L2: Proposed non-blocking checkpoint Eﬁ%czency =
+ Blocking: Existing two level checkpointing
o L1: XOR checkpoint, L2: Blocking checkpoint

expected _time

- Results:
o Asynchronous RDMA checkpoint: About 1 % of overhead with the proposed checkpointing
o Optimal checkpoint interval: Achieved high efficiency even with increasing failure rates

Approximately less than 1%
775 of impact on the runtime 1

90% of efficiency in most cases
- S—

B |2 cost x1 / Non-blocking

~
~
IS]
\
© o
O

I I

B |2 cost x1 / Blocking

~
o
o]

K

IOR Runtime (seconds)
g
4 \
Efficiency
o o
S w

o
o

L2 cost x2 / Non-blocking

L2 cost x2 / Blocking

_____ AT TAARAPAACIARAAAATAAATAARRANAAS L2 cost x10 / Non-blocking

* o--* 0.3 - |
755 02 | L2 cost x10 / Blocking

=4 =SCR w/o L2 checkpoint SCR w/ Non-blocking -4 C nodes: 1 T node

SCR w/ Non-blocking - 8 C nodes: 1 T node ==#=SCR w/ Non-blocking - 16 C nodes: 1 T node 0.1 S

«=de=SCR w/ RDMA Async flush - 32 C nodes: 1 T node

750 T T T T T T 0
0 500 1000 1500 2000 2500 3000 Failure rate x1 Failure rate x2 Failure rate x10

# of processes
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FMI: Fault Tolerant Messaging Interface

[IPDSP2014, Kento Sato et al.]

Requirement of fast and transparent recovery

« MPI

— De-facto communication library enabling parallel computing
MPI initialization

— Standard MPI employs a fail-stop model

>

y

* When a failure occurs ... End ' A Application run
— MPI terminates all processes v Checkpointing
— The user locate, replace failed nodes with spare nodes i?y{
— Re-initialize MPI Terminate processes
— Restore the last checkpoint v

Locate failed node

* Applications will use more time for recovery

— Users manually locate and replace the failed nodes with spare nodes via A4

machinefile Replace failed node
— The manual recovery operations may introduce extra overhead and v
human errors MPI re-initialization
= APIs for transparent, but fast recovery are -
estore
C r|t| ca | checkpoint 9

LLNL-PRES664267 |




FMI: Fault Tolerant Messaging Interface

[IPDSP2014, Kento Sato et al.]

FMI for Fast and transparent recovery

FMI overview

FMI rank (virtual rank)

OJOIOROIOI0IO O m—

User’s view

FMTI'’s view

= —r ﬁ:} @ Pt % % : N R— Fast checkpoint/restart
B ) e | iculin i olls
= (k) (25)

®e| o6 ®e

Node 0 Node 1 Node 2 Node 3 Node 4 . .
Dynamic node allocation

EH

Scalable failure detection

 FMlis a survivable messaging interface providing MPI-like interface
— Scalable failure detection = Overlay network
— Dynamic node allocation = FMI ranks are virtualized

LNLeresceazsa— Fa@st in-memory checkpoint/restart = Diskless checkpoint/restart 10



FMI: Fault Tolerant Messaging Interface

[IPDSP2014, Kento Sato et al.]

Example code & Evaluation

FMI example code

int main (int *argc, char *argv[l) { « FMI_Loop enables transparent recovery and
FMI_Init(&argc, &argv); roll-back on a failure
FMI_Comm_rank(FMI_COMM_WORLD, &rank);

/* Application’s initialization */

— Periodically write a checkpoint

while ((n = FMI_Loop(..)) < numloop) { — Restore the last checkpoint on a failure
/* Application’s program */
}
/* Application’s finalization */ o
FMI_Finalize(Q); P2P communication performance
} 1-byte Latency | Bandwidth (8MB)
2500 MPI 3.555 usec 3.227 GB/S
—A—MPI FMI 3.573 usec 3.211 GB/s
g MPI + C : :
3 1500 —E-FMI+C FMI directly writes
g FMI + C/R checkpoints via memcpy, and
£ 1000 can exploit the bandwidth
~
S
£ 500 #° | MTBF: 1 minute |
i ~ Even with the high failure rate,
o [1== ' ' ' FMI incurs only a 28% overhead
0 500 1000 1500

T # of Processes (12 processes/node) 11



Burst Buffers for Resilient Checkpoint/Restart M

[CCGrid2014, Kento Sato et al.]

TSUBAME3.0 EBD Prototype mSATA High 1/0 BW, low power & cost

* Provide POSIX-like I/O interfaces

* |BIO use ibverbs for communication between clients and servers

open(“hostname:/path/to/file”, mode)

open, read, write and close

Client can open any files on any servers

Exploit network bandwidth of infiniBand

Read - Peak =% Read - Local === Read - IBIO ==x==-Read - NFS
Write - Peak =% Write - Local ===ll==Write - IBIO ==*=-Write - NFS A S
mSAT 8
o (Read: 500MB/s, ~“daptec RAID
7 4 Write: 260MB/s) X1
(2]
@ 3.5
R e ————— Node specification
<
o 2.5 CPU Intel Core i7-3770K CPU (3.50GHz x 4 cores)
E 9 - Memory Cetus DDR3-1600 (16GB)
*q'; M/B GIGABYTE GA-Z77X-UD5H
B 1.5 1 SSD Crucial m4 msata 256GB CT256M4SSD3
% 1 - (Peak read: 500MB/s, Peak write: 260MB/s)
s SATA converter | KOUTECH IO-ASS110 mSATA to 2.5° SATA
~ 0.5 Device Converter with Metal Fram
0 . . . . . . . . RAID Card Adaptec RAID 7805Q ASR-7805Q Single
0 2 4 6 8 10 12 14 16 Interconnect :Mellanox FDR HCA (Model No.: MCX354A-FCBT)
12

# of Processes




Burst Buffers for Resilient Checkpoint/Restart S

[CCGrid2014, Kento Sato et al.]

B
Resilience modeling overview

To find out the best checkpoint/restart strategy for systems with burst buffers, we model checkpointing strategies

C/R strategy model Recursive structured storage model
1 2 m;
o
C;+ E; (sync) TR

Oj: Lj: Cj + EVI 1 _ ———
I (Async)

1 . w W w
1=0 i>0
< C/R date size / node >X <# of C/R nodes per Sj* > Storage Model- HN {ml’ my, ..., mN}
Cj or Rj =
< write perf. ( w;) > or <read perf. (r;)>
Flat Buffer-Coordinated Flat Buffer-Uncoordinated
® Burst Buffer-Coordinated M Burst Buffer-Uncoordinated

MLC model
RO y ! Duration

o (1+C) L
e | O [T @[
Failure ®-> 1J 1;{,((::2; M IJ I::E::;

Efficiency

! Interval po(l) = 7 {PO(T) * No failure for T seconds

Ce. ¢ -level checkpoint time o= Z: AT 1,(T) : Expected time when po(T)
i(T) = S(l—e . .

T. : ¢ -level recovery time i) Ao p(T) : 1-level failure for T seconds

T 1= (AT +1)- e K
A : j-level checkpoint time “7) = Tx. @ —cm t(T) : Expected time when P,(T)

1 2 10 50 100
Scale factor (xF, xL.2)

LLNL-PRES-664262




Lossy Floating-point compression

[Submitted to IPDPS2015, Naoto Sasaki et al.]

100

Compression rate [%]
o
S

Haar wavlet-based lossy compression

n=4 n=4 [ Simple quantization ]
Distribution of high-frequency band ' ' ' ) \ ) T .
\
i ' !
5 W | | : : @
<] i i
Q 1 1 1 1
3 i i i i | | | i
=2 r ; ; ; , ; ; ; ; ,
3 ‘ i i i i i | H H 1 i
=) ; ! ; T ] : : T : )
3 3 i 3 i @erage [0] a\:emge 1] E average 5[2] average ‘[3]
i i i i i i : I | : | I : i Ii :
i i | i i i | H | i
-3 25 2 1.5 -1 056 0 05 1 15 2 25 3 35 4 -3 -25 2 <15 -1 05 0 05 1 15 2 25 3 35 4 -3 -25 2 <15 -1 056 0 05 1 15 2 25 3 35 4
Values in high-frequency band Values in high-frequency band Values in high-frequency band
® ‘ d=10 n=4 [ Proposed quantization ]
i Jobuhaion
| H H
@ : ®) E § i
\ i T
| i .
‘ : ‘ [average [I]H_T ﬂHavemge B
i ‘\ Tl / i
i A H A
i average [0] \ | / | |average [3]
Attt
Now VY
- Bl & : } ! ; ETER N 8 X
-3 25 2 1.5 -1 056 0 05 1 15 2 25 3 35 4 -3 -25 2 <15 -1 056 0 05 1 15 2 25 3 35 4 3 25 2 15 -1 05 0 05 1 15 2 25 3 35 4
Values in high-frequency band Values in high-frequency band Values in high-frequency band

e - e Evaluation on a real application: NICAM
— compression rate: 10%-15%

— Errors: a few percent of errors

* More investigation is needed to deal with
the errors

Simple quantization (n=128) |

R Proposed quantization (n=128)

14



NVM Energy-Away C/R Optimization

[FTXS2013, Takafumi Saito et al.]

Energy optimization for C/R using DVFS

Power consumption

600 “NPB SP” = “ioDrive write’ | | ® ioDrive relies on CPU cores for
Z 50 — Grooming: a gqrbage collector that pre-erases
§ 400 unused blocks in background to accelerate future
§ write operation
2 300 — Wear leveling: a balanced write technique to extend
g 200 the lifetime of a device
~ . TA TC
g 100 * When decreasing CPU
= I\(I)PB P (Class C) [ HDD | SSD ioDriv fre.que_ncy-l I/O throughpUt
Read Write of ioDrive is degraded N vaidys
like CPU model

Energy-Away C/R Model

B performance B powersave ondemand ¥ profile lookup
Expected {run | I/0} time Power 5
818
-1 AMTc+Ty) (AT, W gg 16
T.=A"e e -1 A 51
§°§ 1.4 -
. 2712 3x improvement
- 8 .
@ Tm=A (e C‘l) W, E% 1 inJ/MB
= 5 0.6
@ T,= A" (e”“ - 1)(em _1) ® 1174 204 |
R 0.2 -
O .
J = TZ * WA + TE * WC + TR * WR ioDrive ioDrive
Read (Restart) Write (Checkpoint)
LCNL-PRES-6b6426Z
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Fail-in-Place Network Design

2:00PM-2:30PM [SC14, Jens Domke et al.]

Failure Analysis of HPC Systems and Fail-in-Place Strategy

LANL Cluster 2 (97-05)

b Unknown TABLE 1. COMPARISON OF NETWORK-RELATED HARDWARE AND o
confi gu ration SOFTWARE FAILURES, MTBF/MTTR, AND ANNUAL FAILURE RATES
Deimos (07—12) Fault Type ~ Deimos” LANL Cluster 2 TSUBAME2.5
° 728 nodes Percentages of network-related failures
. Software 13% 8% 1%
e 108 IB switches Hardware  87% 99% .
. Unspecified
. =1 ,600 links Percentages for hardware only

NIC/HCA 78% 1%
TSUBAME2.0/2.5 (10-?) i % 93% .
14% 15% 6%
¢ 11555 nodes (11408 Mean time between failure / mean time to repair
compute nodes) Xt/10min  10.2d / 36 min X /5-72h
/ 24-48h 97.2d / 57.6 min X /5-72h
. =500 IB switches /24-48h  41.8d/ 77.2min X /5-72h
. Annual failure rate
* =7,000 links 1% X > 1% .

0.9%*

. i 0.2% X
Software more reliable Switch 1.5% //> 1%

High MTTR * Deimos/failure data is 1ot publicly available
-10 | fail ™N nough data for accurate calculation
=1% annual failure ra xcludes first months”1.e., failures sorted out during acceptance testing

Repair/maintenance
is expensive!

Fail-in-Place Strategy

Replace only critical
failures, and disable
non-critical failed
components

Common in storage
systems

Applied when
maintenance costs
exceed maintenance
benefits

Example:

IBM’s Flipstone

(uses RAID arrays;
software disables failed
HDD and migrates
data)

Can we do fail-in-place in HPC networks?

LLNL-PRES-664262

16



Fail-in-Place Network Design

2:00PM-2:30PM [SC14, Jens Domke et al.]

Simulating Network Failures and Throughput Degradation

Routing is elementary component to enable Simulated throughput degradation as a

fail-in-place networks metric for network/routing reliability
Tool-chain for checking fault tolerance of  For each % of switch/link failures do
topology and routing algorithm multiple runs (diff. seeds)
* Generate faulty topology based on « Calculate
. . . 6 [ —]
artificial/real network topology throughput i T —
. . = 5| Up*/Down* ==
* Apply topology-[aware | agnostic] * Linear | D‘ | Y
routing & check connectivity regression = ql
*  Flit-level simulation of InfiniBand 5,
hardware with uniform random injection  Sjope £
r N-to-N exchange traffi 2
O to eC a geta C (andR) 0 012345678 012345678 012345678
Link Failurey[in %)
(b) 14-ary 3-tree witlf2,156 HCAs
Topology Generator Routing Engine Converter /
Generate _|Load topology Generate traffic _ ﬁ(t):vgrht/ﬂr:;:tw :I%nira: Interce pt
regular " |into IBsim pattern o
topology 4 ¥ /
Inject faults w/o Run OpenSM to Check connectivi
; ty :
:glslz:cytlinv%ty generate I;PTS > based on LFTs ] Simulator ¢
i \ - & Simulate traffic
existing tract networs X tte /
topology routing information |—> Exetgmmai II'_‘OI:'II‘u;;th I(’)?\/INr:t-::
17
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Fail-in-Place Network Design

2:OOP>sA/\/-62c{ 30PM [SC14, Jens Domke et al.]

Implications for a real HPC System and Conclusions

All investigated routing algorithms show Changing from Up*/Down* (default) to
limitations DFSSSP routing on TSUBAMEZ2.5
«  Fat-tree, UpDown, DOR, Torus2QoS improves the throughput by 2.1x for the
: fault- free network and incr S
 MinH P, DF P, LASH
InFop, SSSP, DFSSSF, LAS TSUBAME's fail-in-plage-Gharacteristics.
Topology-aware routings
. H!gh throughput decrease possible 2 Degradation in IF)FS%SP =
with small failure percentage - 8 years running|;,« /gév:r?: —
» Fail to route highly damaged netw. g LSy 'fail-in-Pkace”
* Routes not always DL-free (DOR) f o )
TOpOIOgy-agnOStlc routing algorlthms ‘é‘-‘ ) [ SRR P
» Ignore deadlocks (MinHop, SSSP) §° T i
 Deadlock-avoidance via VLs can be £ 0.5 |
impossible for large scale netw.

TABLE II. INTERCEPT, SLOPE, AND R? FOR TSUBAME2.0 0

012345678 012345678 012345678

HPC system Routing Intercept [in Gbyte/s]  Slope R? Failures (Link and/or Switch) [in %]

TSUBAME2.0  DFSSSP [ 1,39340  -133  0.62| L o .
Fat-Tree 1,187.19 -148 o066 Fail-in-Place Network Design is possible!
Up*/Down* 776 008 001 (hyt we have to improve the routing)

LLNL-PRES-664262



Tokyo Tech.
Billion-Way Resilience Project (2011 29_15)

A

NVCR: GPU C/R library
[HCW2011]

FP Compression
[Submitted to IPDPS2015]

FTI: Fault Tolerance Interface IBIO: Infiniband I/0 Async. C/R | Async. Model

[SC11, EuroPar12, Cluster12] [CCGrid2014] [SC12] [SC12]
| |
FMI: Fault Tolerant Messaging Interface API to resource manager
[IPDPS2014] { & scheduler NVM Energy Model
+ [FTXS2013]
[N "= TR sT Y Ty

Burst buffer architecture Storage Model

[CCGrid 2014] [CCGrid2014]
Fault-in-Place Network Architecture NVM Durability model {

[SC14] Failure Prediction {

Failure Monitoring Standardization of Failure Analysis
[ITPSJ Tech Report] \ failure log \ w/ Machine Learning

SRS e ® o T iR



SC11 Technical Paper Bl CCGrid2014 Best Paper
N Perfect Score Award nalonbie Award

Special Certifica . cee
Leonardo Arturo Bautista Gomez (Leonardo Batista Gomez, Seiji ‘ (Kento Sato, Kathryn Mohror, Adam Moody,

Tsuboi, Dimitri Komatitsch, Frank Todd Gamblin, Bronis R. de Supinski, Naoya
Cappello, Naoya Maruyama & ’ i Maruyama & Satoshi Matsuoka)

Satos,hi Matsuoka) .
- M Lawrence Livermore
&1/?%0/- . National Laboratory

FP Compression
[Submitted to IPDPS2(

FTI: Fault Tolerance Interface I Async. Model
[SC11, EuroPar12, Cluster12] [SC12]

FMI: Fault Tolerant Messaging Interface

[IPDPS2014] § NvM Energy Model
; [FTXS2013]

. —:E
Architecture Burst buffer architecture N Storage Model
[CCGrid 2014] [CCGrid2014]
Fault-in-Place Network Architecture - NVM Durability model
[SC 14] : Failure Prediction

[IPSJ Tech Report] failure log w/ Machine Learning

-2 1
AH&IYSlS Failure Monitoring | Standardization of ‘ | Failure Analysis
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SC14 Technical Pa{aer |

. O T
0 .

., Jeeogee. %

- Sa.leg

€0y SCt4 Wednesday 2:00PM-2:30PM
oo Room 388-89-90

Fail-in-Place Network Design: Interaction between Topology,

Routing Algorithm and Failures
(Jens Domke, Torsten Hoefler, Satoshi Matsuoka) ETH

Ziirich

F1'l: Fault 'lolerance Intertace 1B Intimaband 1/0 Async. U/R Async. Model

[SC11, EuroPar12, Cluster12] 14] [SC12] [SC12]

FMI: Fault Tolerant Messaging Interfac to resource manager

[TPDPS2014] & scheduler NVM Energy Model
[FTXS2013]

Architecture Bur. architecture Storage Model
e orid 2014] , [CCGrid2014]

Fault-in-Place Network Architecture | byvl Dby cmed el
[SC14] : Failure Prediction
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